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Chapter 6
Creating and managing Group Policy 
創建和管理組策略 (GPOs)

Objectives in this chapter: 本章的目标

1- Create Group Policy Objects (GPOs)

2- Configure security policies

3- Configure application restriction policies

4- Configure Windows Firewall
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Objective 6.1:   Create Group Policy 
Objects (GPOs)

 Group Policy is a mechanism for controlling and deploying operating 
system settings to computers all over your network.

 Consists of user and computer settings for the various Microsoft 
Windows operating systems. 

 Implemented during computer startup and shutdown and user logon 
and logoff.

 We configure one or more Group Policy objects (GPOs) and then 
use a process called linking to associate them with specific Active 
Directory Domain System (AD DS) objects.

 When you link a GPO to a container object, all of the objects in that 
container receive the settings you configured in the GPO.

 GPOs can be linked to sites, domains, and organizational units 
(OUs) to apply settings to all users and computers within AD DS 
containers.



Group Policy: User Benefits
The administrative benefits of GPOs are probably their greatest contribution to 
network efficiency. Administrators find that Group Policy implementation helps 
them achieve centralized management. The following list identifies 
administrative benefits to Group Policy implementation:

 Users can access their files, even when network connectivity is intermittent 
by using folder redirection and offline files.

 Users can work with  a consistent computing environment, regardless of 
which workstation or location they use to log on.

 User files redirected to a server location can be backed up regularly, saving 
users from data loss due to workstation failure.

 Applications that become damaged or need to be updated can be reinstalled 
or maintained automatically.
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1- Understanding Group Policy Objects

 Group Policy objects (GPOs) contain all the Group Policy settings that 
administrators can deploy to user and computer objects within a site, 
domain, or organizational unit. 

 To deploy a GPO, an administrator must associate it with the container 
to which it is deployed (linking).

 Administrative tasks for Group Policy include:

◦ Creating GPOs

◦ Specifying where GPOs are stored

◦ Managing the AD DS links
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A- Types of GPOs
There are three types of GPOs: 

 Local GPOs: On the local computer only

This support enables administrators to specify a different local GPO for 
administrators and to create specific GPO settings for one or more local users 
configured on a workstation. This ability is in public locations such as libraries and 
kiosks

 Domain GPOs: (Nonlocal GPOs)

Nonlocal GPOs are created in AD DS and linked to sites, domains, and OUs. 
Once linked to a container, the settings in the GPO are applied to all users and 
computers within that container by default.

 Starter GPOs: Introduced in WS 2008.  

A starter GPO is essentially a template for the creation of domain GPOs based 
on a standard collection of settings
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B- Configuring a Central Store
A Central Store is a centralized copy of the Administrative Templates (ADMX 
files). Administrative templates are the files defining the registry-based settings 
that appear in GPOs.

 Having these files centrally stored and accessible means that they don’t have 
to be replicated to the SYSVOL volumes on the domain controllers.

 Prevents maintaining multiple copies of the same data.

 By default, tools such as the Group Policy Management Console (GPMC) 
save the ADMX files to the \%systemroot%\PolicyDefinitions folder, which on 
most computers is C:\Windows\ PolicyDefinitions.

 To create a Central Store, you must copy the entire PolicyDefinitions folder 
to the same location as the Group Policy templates; that is, 
%systemroot%\SYSVOL\ sysvol\<domain name>\Policies, on a domain 
controller, or, in universal naming convention (UNC) notation, \\< domain 
name >\SYSVOL\< domain name >\Policies.
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2- Using the Group Policy Management 
Console
 The Group Policy Management Console is the Microsoft Management 

Console (MMC) snap-in that administrators use to create Group Policy 
objects and manage their deployment to Active Directory Domain 
Services objects. 

 The Group Policy Management Editor is a separate snap-in that opens 
GPOs and enables you to modify their settings. 

 Different ways of working with these two tools as : 1- You can create a 
GPO and then link it to a domain, site, or OU. Or 2- you can create and 
link a GPO in a single step.

 WS 2012 R2 implements the tools as the Group Policy Management 
feature and installs them automatically with the AD DS role.

 You can install the feature manually on a member server by using the 
Add Roles And Features Wizard in Server Manager.
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A- Creating and linking nonlocal GPOs
 To use the Group Policy Management Console to create a new GPO and link it to 

an OU object in AD DS, use the following procedure: procedures in lab practice…

 You can also create and link a GPO to an Active Directory container in a single 
step, by right-clicking an object and selecting Create A GPO In This Domain And 
Link It Here from the shortcut menu.

 If you link a GPO to a domain object, it applies to all users and computers in the 
domain.
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GPO inheritance: On a larger scale, if 

you link a GPO to a site that contains 

multiple domains, the Group Policy

settings are applied to all the domains 

and the child objects beneath them.



Break
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3- Using security filtering

 Linking a GPO to a container causes all the users and computers in that 
container to receive the GPO settings, by default.

 Security filtering is a technique you use to modify the default permission 
assignments so that only certain users and computers receive the 
permissions for the GPO.

 To modify the default security filtering configuration for a GPO, select it in the 
left pane of the Group Policy Management Console, as shown in Figure 6-3.

 In the Security Filtering area, you can use the Add button or the Remove 
button to replace the Authenticated Users special identity with specific user, 
computer, or group objects.
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FIGURE 6-3 Security filtering in the Group Policy Management Console



3- Managing starter GPOs
 Starter GPOs are templates that you can use to create multiple GPOs with the 

same set of baseline Administrative Templates settings

 You create and edit starter GPOs just as you would any other Group Policy 
object.

 In the Group Policy Management Console, you right-click the Starter GPOs 
folder and, from the shortcut menu, select New to create a blank starter GPO.

 Once you have created and edited your starter GPOs, you can create new 
GPOs from them in multiple ways. 

1. You can right-click a starter GPO and select New GPO From Starter GPO 
from the shortcut menu, 

2. Or you can create a new GPO in the usual manner described earlier and 
select the starter GPO you want to use in the Source Starter GPO drop-
down list. 

3. You can also use the New-GPO cmdlet in Windows PowerShell. This copies 
the settings from the starter GPO to the new GPO, which you can continue 
to edit from there.
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4- Configuring Group Policy settings
 Group Policy settings enable you to customize the configuration of a user's 

desktop, environment, and security settings.

 Settings are divided into two subcategories: Computer Configuration and User 
Configuration.

 Subcategories are referred to as Group Policy nodes.

 A node is a parent structure that holds all related settings specific to computer 
configurations and user configurations.

 By default, all objects within the container to which you link the GPO are affected 
by the GPO’s settings.

 The Computer Configuration and User Configuration nodes contain three sub 
nodes as follows:

1. Software Settings folder

2. Windows Settings folder 

3. Administrative Templates policies
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Under the Computer 

Configuration node

Under the User 

Configuration node

The Software 

Settings folder

Contains Software Installation 

settings that apply to all users 

who log on to a domain using any 

computer affected by the GPO.

Contains Software Installation 

settings that are applied to all 

users designated by the Group 

Policy, regardless of the 

computer from which they log on.

The Windows 

Settings folder

Contains security settings and 

scripts that apply to all users who 

log on to AD DS from that 

specific computer.

Contains settings related to folder 

redirection, security settings,

and scripts that apply to specific 

users.

Administrative 

Template 

policies

1. Contain all registry-based policy settings.

2. They are files with the .admx extension.

3. Used to generate the user interface for the Group Policy settings 

that you can set by using the Group Policy Management Editor.



Policy States
To work with Administrative Template settings, you must understand the 
three different states of each policy setting:

 Not Configured: No modification to the registry from its default state 
occurs as a result of the policy. Not Configured is the default setting for 
the majority of GPO settings. When a system processes a GPO with a 
Not Configured setting, the registry key affected by the setting is not 
modified or overwritten, no matter what its current value might be.

 Enabled: The policy function is explicitly activated in the registry, 
whatever its previous state. 

 Disabled: The policy function is explicitly deactivated in the registry, 
whatever its previous state.
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5- Creating multiple local GPOs
 Computers that are members of an AD DS domain benefit from a great deal 

of flexibility when it comes to Group Policy configuration. 

 Standalone (non-AD DS) systems can achieve some of that flexibility, as 
long as they are running at least Windows Vista or Windows Server 2008 
R2. These operating systems enable administrators to create multiple local 
GPOs that provide different settings for users, based on their identities.

 Windows systems supporting multiple local GPOs have three layers of 
Group Policy support:

Local Group Policy: Consists of both Computer and User settings and applies 
to all system users, administrative or not. This is the only local GPO that 
includes computer settings, so to apply Computer Configuration policies, you 
must use this GPO.

Administrators and Non-administrators Group Policy: Consists of two GPOs, 
one of which applies to members of the local Administrators group and one that 
applies to all users that are not members of the local Administrators group. this 
layer does not include computer settings.

User-specific Group Policy: Consists of GPOs that apply to specific local user 
accounts created on the computer. These GPOs can apply to individual users 
only, not to local groups. These GPOs also do not have computer configuration 
settings. 
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 Windows applies the local GPOs in the order listed here: 

1- The Local Group Policy settings

2- the Administrators GPO or the Non-Administrators GPO

3- any user-specific GPOs

 In the case of a system that is also a member of a domain, the three 
layers of local GPO processing come first, followed by the standard 
order of nonlocal Group Policy application.

 To create local GPOs, you use the Group Policy Object Editor, which is 
an MMC snap-in provided on all Windows computers specifically for the 
management of local GPOs, as in the following procedure. LAB practice 
..
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