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Chapter 6
Creating and managing Group Policy 
創建和管理組策略 (GPOs)

Objectives in this chapter: 本章的目标

1- Create Group Policy Objects (GPOs)

2- Configure security policies

3- Configure application restriction policies

4- Configure Windows Firewall
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Objective 6.4:   Configure Windows Firewall

 A firewall is a software program that protects a computer or a network by 
allowing certain types of network traffic in and out of the system while 
blocking others.

 A firewall is essentially a series of filters that examine the contents of 
packets and the traffic patterns to and from the network to determine which 
packets they should allow to pass through the filter. 

 The object of a firewall is to permit all of the traffic that legitimate users 
need to perform their assigned tasks yet block everything else.



1- Understanding Windows Firewall settings:

 WS 2012 R2 includes a firewall program called Windows Firewall, which is 
activated by default on all systems.

 Windows Firewall blocks most network traffic from entering the computer. By 
examining the contents of each packet entering and leaving the computer 
and comparing the information they find to a series of rules, which specify 
which packets are allowed to pass through the firewall and which are 
blocked.

 (TCP/IP) is used by Windows systems to communicate functions by using a 
series of layered protocols that define where the data comes from and where 
it is going.

 The method that Windows Firewall uses for incoming network traffic is 
blocking all traffic by default, is the more secure arrangement. 

 From the server administrator’s standpoint, you start with a completely 
blocked system, and then begin testing your applications. When an 
application fails to function properly because network access is blocked, you 
create a rule that opens up the ports the application needs to communicate.
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A- Firewall Settings
 The three most important criteria that firewalls can use in their rules are:

 IP addresses: You can use IP addresses to configure a firewall to 
allow only traffic from specific computers or networks in and out.

 Protocol numbers: Specify whether the packet contains TCP or UDP 
(User Datagram Protocol) traffic. You can filter protocol numbers to 
block packets containing certain types of traffic. 

 Port numbers: The most common firewall rules use port numbers to 
specify the types of application traffic the computer is allowed to send 
and receive. 

 Firewall rules can function in two ways, as follows:

 Admit all traffic, except that which conforms to the applied rules

 Block all traffic, except that which conforms to the applied rules
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2- Working with Windows Firewall
 Windows Firewall is a single program with one set of rules, but there 

are two distinct interfaces you can use to manage and monitor it.

 The Windows Firewall control panel provides a simplified interface that 
enables you to avoid the details of rules and port numbers. 

 But for full access to firewall rules and more functions, you must use the 
Windows Firewall with Advanced Security console.

 Many of the roles and features included in Windows Server 2012 
automatically open the appropriate firewall ports when you install them. 

 The system warns you of firewall issues. For example, the first time you 
open File Explorer and try to access the network, a warning appears, 
informing you that Network Discovery and File Sharing are turned off, 
preventing you from browsing the network.
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 By default, WS 2012 R2 disables the inbound rules associated with 
these ports (137, 138, 1900, 2869, 3702, 5355, 5357, and 5358), so the 
ports are closed, blocking all traffic through them. 

 When you click the warning banner and choose Turn On Network 
Discovery And File Sharing from the shortcut menu, you are in effect 
activating these firewall rules, thereby opening the ports associated with 
them.

 you can access the individual Network Discovery rules directly by using 
the Windows Firewall With Advanced Security console. When you 
select the Inbound Rules node and scroll down in the list, you can see 
nine Network Discovery rules.

 by examining the rules in the console, Network Discovery is a complex 
Windows function that would be difficult to control if you had to 
determine by trial and error which ports it uses. 
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3- Using the Windows Firewall 
control panel applet

 The Windows Firewall control panel applet provides the easiest and safest 
access to the firewall controls.

 When you open the Windows Firewall window from the control panel, as shown 
in Figure 6-20, you see the following information:

■■ Whether the computer is connected to a domain, private, or public network

■■ Whether the Windows Firewall service is turned on or off

■■ Whether inbound and outbound connections are blocked

■■ The name of the currently active network

■■ Whether users are notified when a program is blocked
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On the left side of the window is a series of links, which provide the following functions:

■■ Allow An App Or Feature Through Windows Firewall Opens the Allowed Apps

dialog box, in which you can select the applications that can send traffic through the

firewall

■■ Change Notification Settings Opens the Customize Settings dialog box, in which

you can adjust the notification settings for each of the three profiles

■■ Turn Windows Firewall On Or Off Opens the Customize Settings dialog box, in

which you can toggle the state of the firewall in each of the three profiles

■■ Restore Defaults Returns all firewall settings to their installation defaults

■■ Advanced Settings Launches the Windows Firewall With Advanced Security console

■■ Troubleshoot My Network Launches the Network and Internet troubleshooter
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4- Customizing settings
 Several of the links in the Windows Firewall window point to the same place: a 
Customize Settings dialog box that contains controls for some of the most basic 
firewall functions.
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 Windows Firewall uses these profiles 

to represent the type of network to 

which the server is connected. 

 The profiles are as follows:

 Public :intended for servers that are 

accessible to unauthenticated or 

temporary users, such as computers in 

an open lab or kiosk.

 Private: The private profile is intended 

for servers on an internal network that 

are not accessible by unauthorized 

users.

 Domain: servers that are members of 

an AD DS domain Explain it!



5- Allowing applications
 There are times when administrators might be required to modify the firewall 
settings in other ways, typically because a specific application requires access 
to a port not anticipated by the firewall’s default rules.
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 To do this, you can use the Allowed 
Apps dialog box in the Windows 
Firewall control panel, as shown in 
Figure 6-22.

 Opening up a port in a server’s firewall 
is an inherently dangerous activity. The 
more open doors you put in a wall, the 
greater the likelihood that intruders will 
get in.
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 Unlike earlier versions, the WS 2012 R2 version of the Windows Firewall 

control panel does not provide direct access to port numbers. For more precise 

control over the firewall, you must use the Windows Firewall With Advanced 

Security console, which you can access by clicking Advanced Settings in the 

Windows Firewall control panel or by selecting it from the Tools menu in Server 

Manager.



6- Using the Windows Firewall With 
Advanced Security console

 Enable administrators and advanced users to manage basic firewall settings.

 To open the console, open Server Manager and, from the Tools menu, 
select Windows Firewall With Advanced Security.

 Windows Firewall can load a different profile and a different set of rules.
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The default Windows Firewall configuration calls for the same basic 
settings for all three profiles, as:

 The firewall is turned on.

 Incoming traffic is blocked unless it matches a rule.

 Outgoing traffic is allowed unless it matches a rule.



You can change this default behavior by clicking the Windows Firewall 
Properties link, which displays the Windows Firewall With Advanced 
Security On Local Computer dialog box.
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The Windows Firewall With Advanced Security console



A- Creating rules
 In the Windows Firewall With Advanced Security console, you can work with 
the rules in their raw form.

 Selecting either Inbound Rules or Outbound Rules in the left pane displays a 
list of all the rules operating in that direction, as shown in Figure 6-24.

 The rules that are currently operational have a check mark in a green circle 
next to them; the rules not in force are unavailable.

New Inbound (or Outbound) Rule Wizard takes you through the process of 
configuring the following sets of parameters:

 Rule Type Specifies whether you want to create a program rule, a port 
rule, a variant on one of the predefined rules, or a custom rule.

 Program Specifies whether the rule applies to all programs, to one 
specific program, or to a specific service.

 Protocol And Ports Specifies the network or transport layer protocol 
or the local and remote ports to which the rule applies.
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 Predefined Rules Specifies which predefined rules defining specific network 

connectivity requirements the wizard should create.

 Scope Specifies the IP addresses of the local and remote systems to which 

the rule applies.

 Action Specifies the action the firewall should take when a packet matches 

the rule.

 Profile Specifies the profile(s) to which the rule should apply: domain, 

private, or public.

 Name Specifies a name and (optionally) a description for the rule.

The rules you can create by using the wizards range from simple program rules, 
like those you can create in the Windows Firewall control panel, to highly 
complex and specific rules that block or allow only specific types of traffic 
between specific computers.
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FIGURE 6-24 The Inbound Rules list in the Windows Firewall With Advanced 

Security console



B- Importing and exporting rules
 You can save a new created or modified rules by exporting them to a 

policy file. This process can be done by Windows Firewall With 
Advanced Security console.

 A policy file is a file with a .wfw extension that contains all the property 
settings in a Windows Firewall installation and all its rules, including the 
preconfigured rules and those you have created or modified.

 To create a policy file, select Export Policy from the Action menu in the 
Windows Firewall With Advanced Security console, and then specify a 
name and location for the file.

 When you import policies from a file, the console warns you that all 
existing rules and settings will be overwritten.
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7- Creating rules by using Group Policy
 If you have a large number of servers running WS 2012 R2, manually creating a 

complex firewall configuration on each one can be a lengthy process. Therefore, as 
with most Windows configuration tasks, administrators can distribute firewall 
settings to computers throughout the network by using Group Policy.

 When you edit a GPO You can configure Windows Firewall properties and create 
inbound, outbound, and connection security rules, just as you would in the console.

 The difference is that you can then deploy those settings to computers anywhere on 
the network by linking the GPO to an AD DS domain, site, or OU object.

 Group Policy does not overwrite the entire Windows Firewall configuration like 
importing a policy file does. When you deploy firewall rules and settings by using 
Group Policy, the rules in the GPO are combined with the existing rules on the 
target computers.

 The only exception is when you deploy rules with the identical names as existing 
rules. In that case, the GPO settings overwrite those found on the target computers.
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8- Creating connection security rules
 Windows Server 2012 R2 also includes a feature that incorporates IPsec 

data protection into the Windows Firewall.

 The IP Security (IPsec) standards are a collection of documents that 
define a method for securing data while it is in transit over a TCP/IP 
network.

 IPsec includes a connection establishment routine, during which 
computers authenticate each other before transmitting data, and a 
technique called tunneling, in which data packets are encapsulated 
within other packets for their protection. 

 In addition to inbound and outbound rules, the Windows Firewall With 
Advanced Security console enables you to create connection security 
rules by using the New Connection Security Rule Wizard. 

 Connection security rules define the type of protection you want to apply 
to the communications that conform to Windows Firewall rules.
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