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Chapter 4
Deploying and configuring core network services
部署和配置核心网络服务

Objectives in this chapter: 本章的目标

1- Configure IPv4 and IPv6 addressing

2- Deploy and configure Dynamic Host Configuration 

Protocol (DHCP) service

3- Deploy and configure DNS service
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Objective 4.1:   Configure IPv4 and IPv6 
addressing 
1- IPv4 Addressing
 IP Address

◦ 32-bit address known as dotted-decimal notation

◦ Four 8-bit decimal values between 0 and 255 separated by periods (octets or 
bytes)

◦ Each address consists of network bits, which identify a network, and host bits, 
which identify a particular device on that network.

◦ To differentiate the network bits from the host bits, each address must have a 
subnet mask.

 Subnet Mask

◦ 32-bit value of 0’s and 1’s

◦ 1’s designate network bits, 0’s are host bits

Network   Host 

Examples:   IP Address     192.168.43.100

Subnet Mask  255.255.255.0           
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11111111.11111111.11111111.00000000

Network Host
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IPv4 Classful Addressing

N.H.H.H

[N.N.H.H]

[N.N.N.H]



IPv4 Address Classes

08.10.2018 6

IP Address Class Class A Class B Class C

First bit values (binary) 0 10 110

First byte value (decimal) 1–127 128–191 192–223 

Number of network identifier bits 8 16 24

Number of host identifier bits 24 [N.H.H.H] 16 [N.N.H.H] 8 [N.N.N.H]

Number of possible networks 126 16,384 2,097,152

Number of possible hosts 16,777,214 65,534 254



08.10.2018 7

IP Address Class Class A Class B Class C

First bit values (binary) 00000000 to 011111111 10000000 to 10111111 11000000 to 11011111

First byte value (decimal) 1.0.0.0 – 127.0.0.0 128.0.0.0 –191.0.0.0 192.0.0.0 – 223.0.0.0

Default Mask 255.0.0.0 255.255.0.0 255.255.255.0



Classless Inter-Domain Routing

 When IP was developed, no one imagined that the 32-bit address 
space would ever be exhausted. In the early 1980s, there were no 
networks that had 65,536 computers

 Because of that wastefulness, Classful addressing was gradually 
phased out by a series of subnetting methods, including variable 
length subnet masking (VLSM) and, eventually, Classless Inter-
Domain Routing (CIDR).

 CIDR is a subnetting method that enables administrators to place the 
division between the network bits and the host bits anywhere in the 
address, not just between octets.

 For example, 192.168.43.0/24 represents a single Class C network that 
uses a 24-bit network identifier, leaving the other 8 bits for up to 254 
host identifiers. Each of those hosts would receive an address from 
192.168.43.1 to 192.168.43.254,using the subnet mask 255.255.255.0.
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CIDR
CIDR notation: 192.168.43.0/26

 Where the /26 means 26 bits of the address are used as the 
network identifier

 In binary, the subnet mask translates to:
11111111.11111111.1111111.11000000
or 255.255.255.192 in decimal

 This would allow us to divide this address into 4 networks, 
each with up to 62 hosts

 If the administrator needs more than four subnets, changing 
the network address to 192.168.43.0/28 adds two more bits to 
the network address for a maximum of 16 subnets, each of 
which can support up to 14 hosts. The subnet mask for these 
networks would therefore be 255.255.255.240.



CIDR 192.168.43.0/26 Networks
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Network 

Address

Starting IP 

Address

Ending IP 

Address
Subnet Mask

192.168.43.0 192.168.43.1 192.168.43.62 255.255.255.192

192.168.43.64 192.168.43.65 192.168.43.126 255.255.255.192

192.168.43.128 192.168.43.129 192.168.43.190 255.255.255.192

192.168.43.192 192.168.43.193 192.168.43.254 255.255.255.192
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Public and private IPv4 addressing
 Public IPv4 : For a computer to be accessible from the Internet, there 

must be an IP address that is both registered and unique, either on the 

server or a device providing access to it, such as a NAT router.

 The IANA is the ultimate source for all registered addresses. Managed 

by the Internet Corporation for Assigned Names and Numbers 

(ICANN), this organization allocates blocks of addresses to regional 

Internet registries (RIR), which, in turn, allocate smaller blocks to 

Internet service providers (ISPs). An organization that wants to host a 

server on the Internet typically obtains a registered address from an 

ISP.

 Private IPv4: Private IP addresses are blocks of addresses that are 

allocated specifically for private network use. Anyone can use these 

addresses without registering them, but they cannot make computers 

using private addresses accessible from the Internet without using a 

specialized technology such as network address translation (NAT).

 The three blocks of addresses allocated for private use are as follows:

o 10.0.0.0/8             (10.0.0.0 to 10.255.255.255)

o 172.16.0.0/12      (172.16.0.0 to 172.16.255.255)

o 192.168.0.0/16   ( 192.168.0.0 to 192.168.255.255)



2- IPv4 subnetting
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 Allows you to split one IP address range into multiple networks (e.g., 
you can take the 10.0.0.0/8 private IP address range and use the entire 
second octet as a subnet ID).

 This creates up to 256 subnets with up to 65,536 hosts.

 The subnet masks will be 255.255.0.0 and the network addresses will 
proceed as follows:

o 10.0.0.0/16

o 10.1.0.0/16

o 10.2.0.0/16

o …

o 10.255.0.0/16

 When you are working on an existing network, the subnetting process 
is more difficult.
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Calculate IPv4 Subnets
1. Determine how many subnet identifier bits you need to create the 

required number of subnets.

2. Subtract the subnet bits you need from the host bits and add them to 

the network bits.

3. Calculate the subnet mask by adding the network and subnet bits in 

binary form and converting the binary value to decimal. 

4. Take the least significant subnet bit and the host bits, in binary form, 

and convert them to a decimal value.

5. Increment the network identifier (including the subnet bits) by the 

decimal value you calculated to determine the network addresses of 

your new subnets.

For example : take the 192.168.43.0/24 network address and allocate two 

extra bits for the subnet ID. you get in decimal form subnet mask value of 

255.255.255.192 as noted earlier.

The least significant subnet bit plus the host bits gives you a binary value 

of 1000000, which converts to a decimal value of 64. Therefore, if you 

know that the network address of your first subnet is 192.168.43.0, the 

second subnet must be 192.168.43.64, the third 192.168.43.128, and the 

fourth 192.168.43.192, as shown in Table 4-2.
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Supernetting - IP address aggregation

 Allows contiguous networks to be added to a routing table with 
one entry to reduce the size of Internet routing tables.

 For example:

o 172.16.43.0/24

o 172.16.44.0/24

o 172.16.45.0/24

o 172.16.46.0/24

o 172.16.47.0/24

 Can all be expressed in one supernet address:
172.16.40.0/21



Calculate IPv4 Supernetting
 To create a supernet encompassing all five of these networks, you must isolate 
the bits they have in common.

When you convert the network addresses from decimal to binary, you

get the following values:

o172.16.43.0 : 10101100.00010000.00101011.00000000
o172.16.44.0 : 10101100.00010000.00101100.00000000
o172.16.45.0 : 10101100.00010000.00101101.00000000
o172.16.46.0 : 10101100.00010000.00101110.00000000
o172.16.47.0 : 10101100.00010000.00101111.00000000

 In binary form, you can see that all five addresses have the same first 21 bits. 
Those 21 bits become the network identifier of the supernet address, as follows: 
10101100.00010000.00101

 After zeroing out the host bits to form the network address and converting the 
binary number back to decimal form as follows, the resulting supernet address 
is 172.16.40.0/21.

10101100.00010000.00101000.00000000 172.16.40.0/21
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Assigning IPv4 Addresses

08.10.2018 17

To assign IPv4 addresses, there are three basic methods:

 Manual configuration

 Dynamic Host Configuration Protocol (DHCP)

 Automatic Private IP Addressing (APIPA)



3- IPv6 Addressing
 Designed to increase the size of the IP address space (128 bit), 

thus providing addresses for many more devices than IPv4

 Reduces the size of the routing tables because the size of the 
addresses provides for more than the two levels of subnetting
currently possible with IPv4
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Introducing IPv6
 IPv6 addresses use a notation called colon-hexadecimal 

format

 Eight 16-bit hexadecimal numbers, separated by colons:
XX:XX:XX:XX:XX:XX:XX:XX

 Each X represents eight bits (or 1 byte), which in hexadecimal 
notation is represented by two characters, as in:

21cd:0053:0000:0000:e8bb:04f2:003c:c394
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Contracting IPv6 Addresses
 When an IPv6 address has two or more consecutive eight-bit 

blocks of zeroes, you can replace them with a double colon 
(but you can only use one double colon in any IPv6 address):

21cd:0053::e8bb:04f2:003c:c394

 You can also remove the leading zeros in any block where 
they appear:

21cd:53::e8bb:4f2:3c:c394
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Expressing IPv6 
Network Addresses
 No subnet masks in IPv6

 Network addresses use the same slash notation as CIDR:

21cd:53::/64

 This is the contracted form for the following network address:

21cd:0053:0000:0000/64

Network addresses are 64 bits 

- 48 bits (6x8) for the network addresses.

- 16 bits  (2x8) for the subnet ID
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4- IPv6 Address Types
IPv6 supports three address types:

 Unicast: Provides one-to-one transmission service to 
individual interfaces, including server farms sharing a single 
address. IPv6 supports several types of unicast addresses, 
including global, link-local, and unique local.

 Multicast: Provides one-to-many transmission service to 
groups of interfaces identified by a single multicast address.

 Anycast: Provides one-to-one-of-many transmission service 
to groups of interfaces, (measured by the number of 
intermediaonly the nearest of which te routers) receives the 
transmission.
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Global Unicast Addresses
A global unicast address is the equivalent of a registered public IPv4 
address, routable worldwide and unique on the Internet.
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LINK-LOCAL UNICAST ADDRESSES
In IPv6, systems that assign themselves an address automatically 
create a link-local unicast address, which is essentially the equivalent 
of an APIPA address in IPv4.

UNIQUE LOCAL UNICAST ADDRESSES
Unique local unicast addresses are the IPv6 equivalent of the 10.0.0.0/8, 
172.16.0.0/12, and 192.168.0.0/16 private network addresses in IPv4( 
RFC1918). Like the IPv4 private addresses, unique local addresses are 
routable within an organization but non internet routable. Administrators 
can also subnet them as needed to support an organization of any size.

Unicast Addresses



MULTICAST ADDRESSES

Multicast addresses always begin with a value of 11111111 in binary, or 
ff in hexadecimal.
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ANYCAST ADDRESSES
 The function of an anycast address is to identify the routers within a 

given address scope and send traffic to the nearest router, as 
determined by the local routing protocols. 

 Organizations can use anycast addresses to identify a particular set of 
routers in the enterprise, such as those that provide access to the 
Internet.

 To use anycasts, the routers must be configured to recognize the 
anycast addresses.



Assigning IPv6 addresses
As with IPv4, a Windows computer can obtain an IPv6 address by 
three possible methods:

oManual allocation: A user or administrator manually 
supplies an address and other information for each network 
interface.

oSelf-allocation: The computer creates its own address using 
a process called stateless address autoconfiguration.

oDynamic allocation: The computer solicits and receives an 
address from a Dynamic Host Configuration Protocol 
(DHCPv6) server on the network.
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Subnetting IPv6 Addresses
 As with IPv4, administrators can create a hierarchy of subnets using IPv6 

addresses. 

 The format for an IPv6 global unicast address divides the 128 bits into 
the following three sections:

■■ Global routing prefix A 48-bit field beginning with the 001 FP value, 
the hierarchical structure of which is left up to the regional Internet 
registry (RIR)

■■ Subnet ID A 16-bit field that organizations can use to create an 
internal hierarchy of subnets

■■ Interface ID A 64-bit field identifying a specific interface on the 
network
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 Some possible subnetting options are as follows:

■■ One-level subnet By setting all subnet ID bits to 0, all the 
computers in the organization are part of a single subnet.

■■ Two-level subnet By creating a series of 16-bit values, you 
can split the network into as many as 65,536 subnets. This is the 
functional equivalent of IPv4 subnetting, but with a much larger 
subnet address space.

■■ Multi-level subnet By allocating specific numbers of 
subnet ID bits, you can create multiple levels of subnets, sub-
subnets, and sub-sub-subnets, suitable for an enterprise of 
almost any size.
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For example, consider a large international enterprise with its 
subnet ID divided as follows:

■■ Country (4 bits) Creates up to 16 subnets representing the 
countries in which the organization has offices

■■ State (6 bits) Creates up to 64 sub-subnets within each 
country, representing states, provinces, or other geographical 
divisions

■■ Office (2 bits) Creates up to four sub-sub-subnets within 
each state or province,representing offices located in various 
cities

■■ Department (4 bits) Creates up to 16 sub-sub-sub-subnets 
within each office,representing the various departments or 
divisions.
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5- Planning an IP Transition
 Administrators are reluctant to change from IPv4 to IPv6 

because there is a lot to learn.

 IPv4 hardware is still functioning.

 The Internet is still mostly IPv4, but there is a gradual 
transition happening where there will be support for both IP 
versions.

 Currently, we must have mechanisms in place to transmit IPv6 
traffic over IPv4 connections, but the situation will be reversed 
in the future.
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A- Using a Dual IP Stack
 The simplest way to transition is to run both IP versions.

 Windows has been doing this since Windows Server 2008 and 
Windows Vista.

 By default, these operating systems install both IP versions and 
use them simultaneously.

 Use ipconfig /all to see IPv6 configuration.

 For both IPv4 and IPv6, you can choose to configure the address 
and other settings manually or use autoconfiguration.

 This allows us to communicate with IPv4 and IPv6 devices at the 
same time.

 Beginning immediately, administrators should make sure that any 
network layer equipment they purchase includes support for 
IPv6. Failure to do so will almost certainly cost them later.
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B- Tunneling
 Tunneling is the process by which a system encapsulates an IPv6 

datagram within an IPv4 packet.

 The primary method for transmitting IPv6 traffic over an IPv4 network 
is called tunneling.

 Often used for router-to-router communication when communicating 
between two IPv6 networks over an IPv4 connection.
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 Tunneling can work in a 
variety of configurations, 
depending on the 
network infrastructure, 
including 

- Router-to-router, 
- Host-to-host, 
- Router-to-host, 
- Host-to-router.



The most common configuration is router-to-router, as in the case 
of an IPv4-only
connection between an IPv6 branch office and an IPv6 home 
office, as shown in Figure 4-5.
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Two IPv6 networks connected by an IPv4 tunnel



Configuring Tunnels Manually
 It is possible to manually create semi-permanent tunnels that 

carry IPv6 traffic through an IPv4-only network. When a 
computer running Windows Server 2012 or Windows 8 is 
functioning as one end of the tunnel, you can use this 
command:

netsh interface ipv6 add v6v4tunnel “interface” localaddress
remoteaddress

 In this command, interface is a friendly name you want to 
assign to the tunnel you are creating and localaddress and 
remoteaddress are the IPv4 addresses forming the two ends of 
the tunnel. An example of an actual command would be this:

netsh interface ipv6 add v6v4tunnel “tunnel” 206.73.118.19 
157.54.206.43
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CONFIGURING TUNNELS 
AUTOMATICALLY

 There are also a number of mechanisms that automatically 
create tunnels over IPv4 connections.

 These are technologies designed to be temporary solutions 
during the transition from IPv4 to IPv6.

 The IPv4-to-IPv6 transition technologies that Windows 
supports are:

- 6TO4

- ISATAP (Intra-Site Automatic Tunnel Addressing Protocol)

- TEREDO
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