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Chapter 5
Installing and administering Active Directory
安装和管理Active Directory   (AD DS)

Objectives in this chapter: 本章的目标

1- Install domain controllers

2- Create and manage AD users and computers

3- Create and manage AD groups and organizational units

(OUs)
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Introducing Active Directory
 A directory service is a repository (store) of information 

about the resources—hardware, software, and human—that 
are connected to a network. 

 Users, computers, and applications throughout the network 
can access the repository for a variety of purposes:

o User authentication

o Storage of configuration data

o Accessing files and printers
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Objective 5.1:   Install domain controllers
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 The domain controllers for each 

domain replicate their data 

among themselves for fault 

tolerance and load balancing 

purposes.

 A domain is a logical container 

of network components, hosted 

by at least one server 

designated as a domain 

controller

 AD DS is a directory service 

that enables administrators to 

create organizational divisions 

called domains
Controller

Active Directory Domain 
Services (AD DS)



The Active Directory 
Architecture
 Active Directory is a hierarchical directory service, based on 

the domain, which is scalable in both directions.

 You can subdivide a domain into organizational units and 
populate it with objects.

 You can create multiple domains and group them into sites, 
trees, and forests.

 AD DS provides a highly flexible architecture that can 
accommodate the smallest and the largest organizations.
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Classes of Objects
A leaf object cannot have 
subordinate objects:

Users

Computers

Groups

Applications

Network resources
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A container object can have 
other objects subordinate to it:

A. Domain

B. Organizational unit



A- Domains
 You can create a hierarchy within a domain. 

 You can create a hierarchy out of multiple domains.

 You begin the process of designing an Active Directory infrastructure 
by deciding what domains to create and you begin deploying AD DS 
by creating your first domain.
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B- Organizational Units (OUs)
 Are container objects within a domain, used to divide the 

security and administrative responsibility among several 
divisions or departments

 Function in a subordinate capacity to a domain, like a 
subdomain, but without the complete separation of security 
policies

 Can contain other OUs, as well as leaf objects

 Can have separate Group Policy settings applied to them
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Organizational Units

Organizational units subordinate to a domain
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Domain Trees (1)
 When you create your first domain on an Active Directory network, you 

are creating the root of a domain tree.

 You can populate the tree with additional domains, as long as they are 
part of the same contiguous namespace.

 When using registered Internet domain names, subdomains can be used 
to create other domains within the domain tree.

 You can add as many domains to the tree as you need.

 Each domain in a tree is a separate security entity with its own separate 
Group Policy settings, permissions, and user accounts.

 Domains in the same tree have bidirectional trust relationships between 
them, which means that an administrator of a particular domain can grant 
any user in the tree access to that domain’s resources.
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Domain Trees

An internal Active Directory domain tree
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Domain Trees

An Active Directory domain tree using an Internet 
domain name
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Forests
 An Active Directory forest consists of one or more separate 

domain trees, which have the same two-way trust relationships 
between them as two domains in the same tree.

 When you create the first domain on an Active Directory 
network, you are creating a new forest, and that first domain 
becomes the forest root domain.
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Global Catalog
Each forest has a global catalog, which is a list of all of the objects in 
the forest, along with a subset of each object’s attributes.



Replication
 Replication is when domain controllers within a domain 

synchronize their database information.

 It is imperative that each domain controller has a database 
that is identical to the others. 
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1- Deploying Active Directory 
Domain Services
 To create a new domain or to add a domain controller to an existing 

domain, you must install the Active Directory Domain Services role on a 
WS 2012 R2 computer and then run the Active Directory Domain 
Services Configuration Wizard.

 Installing the Active Directory Domain Services role (P 258 Lab practice)

A- Creating a new forest

 When beginning a new AD DS installation, the first step is to create a 
new forest, which you do by creating the first domain in the forest, the 
forest root domain.

 To create a new forest, use the procedures P 258 Lab practice.

B- Creating a new child domain in a forest

Once you have a forest with at least one domain, you can add a child 

domain beneath any existing domain.



2- Installing AD DS on Server Core
 In Windows Server 2012, it is now possible to install Active Directory 

Domain Services on a computer running the Server Core installation 
option and promote the system to a domain controller, all using 
Windows PowerShell.

 For AD DS installations on Server Core, Windows PowerShell is now 
the preferred method.

 As with the wizard-based installation, the Windows PowerShell 
procedure occurs in two phases: first, you must install the Active 
Directory Domain Services role; then, you must promote the server to 
a domain controller.

 To Install the AD DS role, use the following command:

Install-WindowsFeature –name AD-Domain-Services -
IncludeManagementTools
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Installing AD DS on Server Core
• After installing the role, you must promote the server to a domain 

controller using the ADDSDeployment PowerShell module.

• There are three separate cmdlets for the three deployment 
configurations:

 Install-AddsForest

 Install-AddsDomainController

 Install-AddsDomain

• Another way to do this is to use a computer running Windows Server 
2012 with the full GUI option to generate a script.

• Begin by running the Active Directory Domain Services 
Configuration Wizard, configuring all of the options with your 
desired settings. When you reach the Review Option page, click the 
View Script button to display the PowerShell code for the 
appropriate cmdlet.
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Installing AD DS on Server Core

An installation script generated by the Active Directory Domain 
Services Configuration Wizard
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3- Install from Media (IFM)
• Install from media is an option that enables administrators to 

streamline the process of deploying replica domain 

controllers to remote sites.

• Using a command line tool called Ndtsutil.exe, administrators 

can create domain controller installation media that includes 

a copy of the AD DS database.

• When using this installation media, the data is installed along 

with the database structure and no replication is needed.
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Install From Media (IFM)

An Ntdsutil.exe command sequence 
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4- Upgrading AD DS
 Two ways to upgrade an AD DS infrastructure:

1.Upgrade the existing down-level domain controllers to 
Windows Server 2012.

2.Add a new Windows Server 2012 domain controller to your 
existing installation.

 There are few upgrade paths to WS 2012 R2. You can upgrade 
a WS 2008 or WS 2008 R2 domain controller to WS 2012 R2, but 
no earlier versions are upgradable.
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5- Removing a Domain Controller

 To remove a domain controller from an AD DS installation, you must 
begin by running the Remove Roles and Features Wizard.

 Select Demote this Domain Controller. Procedures in the lab
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6- Configuring the Global Catalog
 The global catalog is an index of all the AD DS objects in a forest that 

prevents systems from having to perform searches among multiple 
domain controllers.

 The importance of the global catalog varies depending on the size of 
your network and its site configuration.

 When you promote a server to a domain controller, you have the 
option of making the domain controller a global catalog server. 

 If you decline to do so at that time, so later  you can make any domain 
controller a global catalog server by using the following procedure.
Lab practice 



7- Troubleshooting DNS SRV 
Registration Failure
 The Domain Name System (DNS) is essential to the operating of Active 

Directory Domain Services. 

 A special DNS resource record (SRV) was created that enables clients to 
locate domain controllers and other vital AD DS services.

 When you create a new domain controller, one of the most important parts 
of the process is the registration of the server in the DNS.

 If the DNS registration process fails, then computers on the network will 
not be able to locate that domain controller, the consequences of which 
can be serious. Computers will be unable to use that domain controller to 
join the domain, existing domain members might be unable to log on, and 
other domain controllers will be unable to replicate with it.

 The first steps you should take are to try pinging the DNS server and to 
make sure that the TCP/IP client configuration has the correct addresses 
for the DNS servers it should be using.
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Troubleshooting DNS SRV Registration Failure

A successful dcdiag test         
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 The dcdiag command can be used to confirm that a domain controller has been 

registered in the DNS.


