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Chapter 5
Installing and administering Active Directory
安装和管理Active Directory   (AD DS)

Objectives in this chapter: 本章的目标

1- Install domain controllers

2- Create and manage AD users and computers

3- Create and manage AD groups and organizational units

(OUs)
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1- Creating user objects
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Objective 5.2:   Create and manage Active 
Directory users and computers

 The user account is the primary method for authentication on 
a network.

 Resource access for individuals takes place through their 
individual user accounts. To gain access to the network, 
prospective network users must authenticate to a network with 
a specific user account.

 Usernames and passwords are validated at log on by 
comparing entered information to the information stored in 
the AD DS database.

 Do not confuse authentication with authorization



A- Types of Users
 Local users:  These accounts can only access resources on 

the local computer and are stored in the local Security 
Account Manager (SAM) database on the computer where 
they reside.

 Domain users: These accounts can access AD DS or 
network-based resources, such as shared folders and 
printers. 

• Account information for these users is stored in the AD DS 
database and replicated to all domain controllers within 
the same domain.
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B- User creation tools
 One of the most common tasks for administrators is the creation of Active 

Directory user objects.

 Windows Server 2012 R2 includes several tools you can use to create objects.

 Dsadd.exe: The standard command line tool for creating AD DS leaf objects, 
which you can use with batch files to create AD DS objects in bulk.

 Windows PowerShell: The currently approved Windows maintenance tool, 
with which you can create object creation scripts of nearly unlimited 
complexity. 

 Comma-Separated Value Directory Exchange (CSVDE.exe): A command 
line utility that can create new AD DS objects by importing information from a 
comma-separated value (.csv) file. 

 LDAP Data Interchange Format Directory Exchange (LDIFDE.exe): 
LikeCSVDE, a utility that can import AD DS information and use it to add, 
delete, or modify objects, in addition to modifying the schema, if necessary.
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C- Create a User with Active Directory 
Administrative Center
1. In Server Manager, on the Tools menu, select Active Directory Administrative 
Center. The Active Directory Administrative Center console opens.
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2. In the left pane, find the domain in which you want to create the user 
object and select a container in that domain.
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3. In the Tasks pane, under the container name, click New, User to open 
the Create User window, as shown in Figure 5-11.
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4. Type the user’s name in the Full Name field and an account name in the 

User SamAccountName Logon field.

5. Type an initial password for the user in the Password field and the Confirm 

password field.

6. Supply information for any of the optional fields on the page you wish.

7. Click OK. The user object appears in the container.



Administrators who are more comfortable with the familiar Active 
Directory Users And Computers console can still use it to create user 
objects by using the New Object – User Wizard, as shown in Figure 5-12.
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FIGURE 5-12 The New Object - User Wizard in the Active Directory Users 

And Computers console

For administrators working 

on Server Core installations 

or who are more 

comfortable with

the command line, it is also 

possible to create user 

objects without a graphical 

interface.



USING DSADD.EXE
For administrators more comfortable with the traditional command 
prompt, the Dsadd.exe program can create new user objects by using 
the syntax shown in Figure 5-13.
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FIGURE 5-13 Syntax of the Dsadd.exe program



For example, in its simplest form, you can create the account for Elizabeth 
Andersen referenced earlier as follows:

1 - dsadd user cn=”Elizabeth Andersen,ou=Research,dc=adatum,dc=com”

–samid eander

Cn = name for the user account, ou = location , dc= Domain name.

2- if we need to add new offices than : cn=Elizabeth 
Andersen,ou=Research,ou=Baltimore,dc=adatum,dc=com  

3- The following command adds some of the most common attributes to the 
user object:

Dsadd.exe user “CN=Elizabeth Andersen,OU=Research,DC=adatum,DC=local”

–samid “eander”

–fn “Elizabeth”

–ln “Andersen”

–disabled no

–mustchpwd yes

–pwd “Pa$$w0rd”
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USING WINDOWS POWERSHELL
Microsoft is placing increased emphasis on Windows PowerShell as a 
server management tool, and provides a cmdlet called New-ADUser, 
which you can use to create a user account and configure any or all of 
the attributes associated with it.
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For example, to create a new user object for 

Elizabeth Andersen in an organizational unit 

(OU) called Research, you could use the 

New-ADUser cmdlet with the following 

parameters:



2- Creating user templates
 A user template is a standard user object containing common attribute 

settings. 

 To create a new user with these settings, you copy the template to a new 
user object and change the name.

 You can change any attributes that are different.

 To create a user template by using the Active Directory Users And 
Computers console, use the following procedure. Lab practice 
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3- Creating multiple users
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A – Using CSVDE.exe

 A command-line utility enables administrators to import or export Active Directory 
objects using a CSV file (Excel can generate lists of users, with their 
accompanying information, to add to the AD DS database.).

 the following attributes that are commonly used for creating user accounts.

■■ dn Specifies the distinguished name of the object so that the object can be 
properly placed in Active Directory

■■ samAccountName Populates the SAM account field

■■ objectClass Specifies the type of object to be created, such as user, group, or 
OU

■■ telephoneNumber Populates the Telephone Number field

■■ userPrincipalName Populates the User Principal Name field

 If fields and data are out of order, you will either encounter an error when running 
the CSVDE.exe utility or you might get inaccurate results in the created objects.



B- Using LDIFDE.exe
 Similar to CSVDE, but also allows you to delete and modify objects later.

 Consider an example where you have to import 200 new users into your AD DS 
structure. In this case, you can use CSVDE.exe or LDIFDE.exe to import the 
users.

 you can use LDIFDE.exe to modify or delete the objects later, whereas 
CSVDE.exe does not provide this option.

 The following example shows the syntax for a data file to create the same user 
account discussed in the CSVDE.exe example.
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Example: The following example of a header record uses the previously listed attributes to 

create a user object. dn,samAccountName,userPrincipalName,telephoneNumber,objectClass

A data record conforming to this header

“cn=Elizabeth ndersen,ou=Research,dc=adatum,dc=com”,eander,eander@adatum.com,586-

555-1234,user



C-Windows PowerShell
 Use CSV files to create user objects with Windows PowerShell.

 By using the Import-CSV cmdlet to read the data from the file and 
piping it to the New-ADUser cmdlet.

 To insert the data from the file into the correct user object 
attributes, use the New-ADUser cmdlet parameters to reference 
the field names in the CSV file’s header record.

 An example of a bulk user creation command would be as follows:
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Break
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4- Creating computer objects
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 Because an AD DS forest uses a centralized directory, there has to be some means 
of tracking the actual computers that are part of the domain.

 Active Directory uses computer accounts, which are realized in the form of computers 

objects in the Active Directory database.

 Computer objects are stored in the Active Directory hierarchy just like user objects 

are.

 Consist of properties that specify the computer’s name, where it is located, and who 
is permitted to manage it.

 Inherit group policy settings from container objects such as domains, sites, and 
organizational units.

 Can be members of groups and inherit permissions from group objects.

 When a user attempts to log on to an Active Directory domain, the client computer 
establishes a connection to a domain controller to authenticate the user’s identity. 
Before the user authentication occurs, the two computers perform a preliminary 
authentication by using their respective computer objects to ensure that both systems 
are part of the domain.



Adding a Computer to a Domain
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 in addition to creating user accounts in the domain, they also have to make 
sure that the network computers are part of the domain.

 Adding a computer to an AD DS domain consists of two steps:

 Creating a computer account: Create a new computer object in Active 
Directory and assign the name of an actual computer on the network.

 Joining the computer to the domain: The system contacts a domain 
controller, establishes a trust relationship with the domain, locates (or 
creates) a computer object corresponding to the computer’s name, alters 
its security identifier (SID) to match that of the computer object, and 
modifies its group memberships.
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Two ways to create AD computer objects:

1.Create the computer objects in advance using an Active Directory tool, so 
that the computers can locate the existing objects when they join the 
domain.

2.Begin the joining process first and let the computer create its own computer 
object.

 In either case, the computer object exists before the joining takes place. In the 
second strategy, the joining process appears to begin first, but the computer 
creates the object before the actual joining process begins.



A- Creating computer objects by using 
Active Directory Users And Computers

 The process of creating a computer object in Active Directory Users And 
Computers is similar to that of creating a user object.

 You select the container in which you want to place the object and, from the 
Action menu, select New, Computer. The New Object – Computer Wizard starts, 
as shown in Figure 5-16.
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B- Creating Computer Objects with Active 
Directory Administrative Center
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The Create Computer dialog box



C- Creating computer objects by using 
Dsadd.exe
 The Dsadd.exe utility enables you to create computer objects from the 

command line,just as you created user objects earlier in this lesson.

 You can create a batch file of Dsadd.exe commands to generate multiple 
objects in one process.

 The basic syntax for creating a computer object by using Dsadd.exe is as 
follows:

dsadd computer <ComputerDN>

 The <ComputerDN> parameter specifies a distinguished name for the new 
computer object you want to create. The DNs use the same format as those 
in CSV files
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D- Creating computer objects by using Windows 
PowerShell
This cmdlet creates computer objects, but it does not join them to a domain:

new-ADComputer -Name <computer name> –path <distinguished name>



5- Managing Active Directory objects
Double-clicking any object in the Active Directory Administrative Center 
or the Active Directory Users And Computers console opens the 
Properties sheet for that object.
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A user object’s Properties sheet 
in Active Directory Administrative 
Center
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A user object’s Properties sheet in Active Directory 
Users and Computers



A- Managing multiple users

 When managing domain user accounts, there are likely to be times when you have to 
make the same changes to multiple user objects, and modifying each one individually 
would be a tedious chore.

 You just select several user objects by holding down the Ctrl key as you click each 

user and then select Properties. A Properties sheet opens, containing the attributes 

you can manage for the selected objects simultaneously, as shown in Figure 5-17.
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A Multiple Users Properties 
sheet in Active Directory 
Administrative Center



B- Joining computers to a domain

 After logging on, you join a computer running Windows Server 2012 R2 to a 
domain from the Computer Name tab in the System Properties sheet. 

 You can access the System Properties sheet from Server Manager, by clicking 
the Computer name or domain hyperlink on the server’s Properties tile, from the 
Control Panel.
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The Computer Name Changes dialog box

 To join the computer to the domain, click 

Change to display the Computer 

Name/Domain Changes dialog box shown 

in Figure 5-18.

JOINING A DOMAIN BY USING NETDOM.EXE

netdom join <computername> 
/Domain:<DomainName>
[/UserD:<User> 
/PasswordD:<UserPassword>] [/OU:OUDN] 
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6- CREATING COMPUTER OBJECTS WHILE 
JOINING
 You can join a computer to a domain whether or not you have already 

created a computer object for it.

 Once the computer authenticates to the domain controller, the domain 
controller scans the Active Directory database for a computer object with 
the same name as the computer. If it does not find a matching object, the 
domain controller creates one in the default container (usually the 
Computers container), using the name supplied by the computer.

 Domain users can also create computer objects themselves through an 
indirect process.

 The Default Domain Controllers Policy GPO grants a user right called Add 
Workstations To The Domain to the Authenticated Users special identity.

 Any user successfully authenticated to Active Directory is permitted to join 
up to ten workstations to the domain, and create ten associated computer 
objects.
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The Default Domain Controllers Policy user 

rights assignments



7- Joining a Domain while Offline
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 Use Djoin.exe program twice:

 On a computer with access to a domain controller

 On the computer to be joined. 

 The syntax for phase 1 of the process:

djoin /provision /domain <domain name> /machine <computer name>  

/savefile <filename.txt>

 You then transport the metadata file to the computer to be joined and run 
Djoin.exe again. 

 The syntax for the phase 2 of the process:

djoin /requestODJ /loadfile <filename.txt>/windowspath %SystemRoot%  

/localos



8- Managing Disabled Accounts
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 Disabling a user account prevents anyone from using it to log on to the 
domain until an administrator with the appropriate permissions enables it 
again. 

 You can disable user accounts manually.

 It is also possible for a system to automatically disable them for security 
reasons.

 It is a simple Disable/Enable option in the GUI interface.

 To disable or enable a user or computer account with Windows 
PowerShell, use the following cmdlet syntax:

Disable-ADAccount –Identity <account name>

Enable-ADAccount –Identity <account name>


