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Chapter 2
Configuring server roles and features
配置服务器角色和功能

Objectives in this chapter: 本章的目标

1- Configure file and share access

2-`Configure print and document services

3- Configure servers for remote management
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Objective 2.3: Configure Servers for Remote 
Management

 In Windows Server 2012, Server 
Manager has been improved to 
include the ability to perform 
administrative tasks on remote 
servers as well as on the local 
system.

 Server Manager contains tiles 
that represent other views 
including a page for the Local 
Server and one for All Servers, 
and server groups and role 
groups.
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1- Using Server Manager for Remote Management



A- Adding Servers
The primary difference between the WS 2012 R2 (and WS 2012) Server 
Manager and previous versions is the ability to add and manage 
multiple servers at once.

The servers you add can be physical or virtual and can be running any 
version of WS since WS 2003. After you add servers to the interface, 
you can create groups containing collections of servers, such as those 
at a particular location or those performing a particular function.
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The All Servers homepage in 
Server Manager
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Adding Servers

The Add Servers dialog box in Server Manager
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Adding Servers

Searching for servers in Server Manager
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Adding Servers

Selecting servers in Server Manager



B- Managing Windows Server 
2012 R2 servers

When you add servers running Windows Server 2012 R2 to 
Server Manager, you can immediately begin using the Add 
Roles and Features Wizard to install roles and features on any of 
the servers you have added.

You can also perform other administrative tasks, such as 
configuring network interface card (NIC) teaming and 
restarting the server, because Windows Remote Management 
(WinRM) is enabled by default on Windows Server 2012 R2.
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C- Configuring WinRM
 WinRM enables administrators to manage a computer from a remote location 
by using tools based on Windows Management  Instrumentation (WMI) and 
Windows PowerShell. If the default WinRM setting has been modified, or if you 
want to change it manually, you can do so through the Server Manager interface.
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The Configure Remote Management dialog box

 On the Local Server home page, 
the Properties tile contains a RM 
indicator that specifies the server’s 
current WinRM status. To change 
the WinRM state, click the Remote 
Management hyperlink to open 
the Configure RM dialog box.

 Clearing the Enable Remote 
Management Of This Server From 

Other Computers check box disables 
WinRM; selecting the check box 

enables it.



Break
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2- Configuring Windows Firewall

12

 If you use MMC snap-ins targeting a remote server, Windows Firewall default 
settings will block the communications.

 Inbound Firewall rules must be enabled on the remote server and managed:

◦ COM+ Network Access (DCOM-In)

◦ Remote Event Log Management (NP-In)

◦ Remote Event Log Management (RPC)

◦ Remote Event Log Management (RPC-EPMAP)

 To modify the firewall rules on the remote system, you can use any one of the 
following methods:

Open the Windows Firewall with Advanced Security MMC snap-in on the 

remote server (if it is a Full GUI installation). 

 Use the NetSecurity module in Windows PowerShell.

 Create a GPO containing the appropriate settings and apply it to the 

remote server. (chapter 6)

 Run the Netsh AdvFirewall command from an administrative command 

prompt.
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Configuring Windows Firewall 

The Windows Firewall with 
Advanced Security snap-in

USING WINDOWS POWERSHELL



3- Managing Down-Level Servers

The Windows Firewall rules you have to enable for remote 
servers running WS 2012 R2 are also disabled by default on 
computers running earlier versions of WS, so you also have to 
enable them there.

earlier versions of the operating system lack the WinRM
support needed for them to be managed by using the new 
Server Manager

To add WinRM support to servers running WS 2008 or WS 2008 
R2, you must download and install the following updates:

.NET Framework 4.0

Windows Management Framework 3.0
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After the updates are installed, the system automatically starts the Windows 
Remote Management Service, but there are still tasks that must be completed 
on the remote server:

◦ Enable the Windows Remote Management (HTTP-In) rules in Windows 
Firewall.

◦ Create a WinRM listener by running the winrm quickconfig command at a 
command prompt with administrative privileges.

◦ Enable the COM+ Network Access and Remote Event Log Management 
rules in Windows Firewall.
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 After installing the updates listed here, there are still limitations to 
the management tasks you can perform on earlier versions of 
Windows Server from a remote location. 

 For example, you cannot use the Add Roles And Features Wizard in 
Server Manager to install roles and features on earlier versions of 
Windows Server. These servers do not appear in the server pool on 
the Select Destination Server page.

 However, you can use Windows PowerShell to install roles and 
features on servers running WS 2008 and WS 2008 R2 remotely, as in 
the following procedure (P119 – P120) LAB practice
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4-Creating Server Groups
 Server groups can be used to simplify administration of several 

servers.

 Groups can be based on server locations, functions, or any other 
organizational paradigm.

 Once created, it appears as an icon in the navigational pane and 
you can manage all the servers in the group, just like the All 
Servers group.

 To create a server group, use the following procedure:

1. In Server Manager, in the navigation pane, click the All Servers 
icon. The All Servers home page appears.

2. From the Manage menu, select Create Server Group to open the 
Create Server Group dialog box
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3. In the Server Group Name text box, type the name you want to assign to 
the server group.

4. Select one of the four tabs to choose a method for selecting servers.
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Creating server groups does not affect the functions you can perform on them. You

cannot, for example, perform actions on entire groups of servers. The groupings 

are just a means to keep a large number of servers organized and easy to locate.

5. Select the servers you want 

to add to the group and click 

the right arrow button to add 

them to the Selected box.

6. Click OK. A new server 

group icon with the name 

you specified appears in the 

navigational pane.



Server vs. Workstation
 A server : is a hardware system or an application (Hw or Sw)that 
performs defined services (roles, features, services) to another set of 
computers connected to it.

 A workstation is a personal computer (HW) that is used for high 
end applications such as graphic design, video editing, CAD, 3-D 
design, or other CPU and RAM intensive programs. A workstation 
typically has a top of the line, fast processor, multiple hard drives, 
and a lot of RAM memory. A workstation may also have special audio, 
video, or processing cards for special editing work. 

 A workstation is marketed by computer manufacturers to 
professional users, while the server is more of a utility device.

 Both form part of the networking architecture and differ in their 
functions and use.
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5- Using Remote Server Administration Tools

 You can manage remote servers from any computer running 
Windows Server 2012.

 All the required tools are installed by default.

 The new administrative method that Microsoft is promoting 
urges administrators to keep servers locked away and use a 
workstation to manage servers from a remote location.

 To manage Windows servers from a workstation, you must 
download and install the Remote Server Administration Tools 
package.

 When you install RSAT on a workstation running Windows 8, 
all the tools are activated by default.

 When you launch Server Manager on a Windows workstation, 
there is no local server, and there are no remote servers to 
manage until you add some. add servers by using the same 
process described in Objective 1.2.
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Using Remote Server Administration Tools

Server Manager on a Windows workstation



6- Working with Remote Servers

 Once you have added remote servers to Server Manager, you can 

access them using a variety of remote administration tools.

 Server Manager provides three basic methods for addressing 
remote servers:

◦ Contextual tasks: When you right-click a server in a Servers tile, 
anywhere in Server Manager, you see a context menu that 
provides access to tools and commands pointed at the selected 
server.

◦ Non-contextual tasks: The menu bar at the top of the Server 
Manager console provides access to internal tasks.

◦ Non-contextual tools: The console’s Tools menu provides access 
to external programs.
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Working with Remote Servers

Contextual tasks in Server Manager
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Questions review: Homework :

1- Objective review P124,P125.

2- Thought experiment  p123

70-410 MCSA Exam tips:

As of January 2014, this exam includes content covering WS 2012 R2.

https://www.exam-labs.com/exam/70-410#tutorial

Question No : 10,19,22,31,49,60, 62, 112


