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Chapter 2
Configuring server roles and features
配置服务器角色和功能

Objectives in this chapter: 本章的目标

1- Configure file and share access

2-`Configure print and document services

3- Configure servers for remote management
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Objective 2.1: Configure file and share access

1- Creating folder shares

 Sharing folders makes them 

accessible to network users.

 If you have the necessary 
permissions for a folder, you can 
share it on a WS 2012 R2 
computer by right-clicking the 
folder in any File Explorer 
window, selecting Share

With, Specific People from the 
shortcut menu, and following the 
instructions in the File Sharing 
dialog box
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 Clicking the Advanced Sharing button displays the Advanced Sharing 

dialog box,

 Windows Server 2012 R2 supports 

two types of folder shares:

1- Server Message Blocks (SMB) SMB 

is the standard file sharing protocol used 

by all versions of Windows.

2- Network File System (NFS) NFS is 

the standard file sharing protocol used 

by most UNIX and Linux distributions.

 To create NFS shares, you must 

install the Server for NFS role 

service

 To create a folder share by using Server Manager, use the following 

procedure: 



1. In Server Manager, click the File and Storage Services icon and, in 
the submenu that appears, click Shares. The Shares home page 
appears.

2. From the Tasks menu, select New Share. The New Share Wizard 
starts, displaying the Select The Profile For This Share page.

3. From the File Share Profile list, select one of the options.
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4. Click Next. The Select The Server And Path For This Share page 
appears.

5. Select the server on which you want to create the share Click Next, 
The Specify Share Name page appears.

6. In the Share Name text box, specify the name you want to assign to 
the share and click Next. The Configure Share Settings page appears
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7. Select any or all of the 

following options:

8. Click Next to move to 

the Specify Permissions 

To Control Access 

page.



9. Modify the default share and NTFS permissions as needed and 
click Next. The Confirm Selections page appears.

10. Click Create. The View Results page appears as the wizard creates 
the share.

11. Close the New Share Wizard.

After you create a share by using the wizard, the new share appears 
in the Shares tile on the Shares home page in Server Manager. You 
can now use the tile to manage a share by right-clicking it and 
opening its Properties sheet or by clicking Stop Sharing.
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2- Assigning permissions
 Permissions are privileges granted to specific system entities, such 
as users, groups, or computers, enabling them to perform a task or 
access a resource. For example, you can grant a specific user 
permission to read a file while denying that same user the 
permissions needed to modify or delete the file.

 There are two permission systems:

1- Share permissions : Control access to folders over a 

network.

2- NTFS permissions: Control access to the files and folders 

stored on disk volumes formatted with the NTFS file system.

 All these permission systems operate independently of each other 
and sometimes combine to provide increased protection to a specific 
resource. For network users to be able to access a shared folder on an 
NTFS drive, you must grant them both share permissions and NTFS 
permissions.
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A- Understanding windows permission architecture

 Store permissions: Windows elements have an access control list (ACL). 

Which is a collection of individual permissions in the form of access 

control entries (ACEs). Each ACE consists of a security principal (that is, 
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the name of the user, group, or computer 

granted the permissions)

and the specific permissions assigned to that 

security principal.

 Manage permissions: you can use a tab in 

the protected element’s Properties sheet, with 

the security principals listed at the top and the 

permissions associated with them at the 

bottom.

FIGURE 2-5 Configuring the Security tab of a 

Properties dialog box



 Windows provides preconfigured permission combinations suitable for 
most common access control tasks. 

 The NTFS permissions are called basic permissions(standard 
permission). Also there are advanced permission. 

 Basic permissions are actually combinations of advanced permissions, 
which provide the most granular control over the element. 

 For example, the NTFS permission system has 14 advanced permissions 
you can assign to a folder or file. However, there are also six basic 
permissions, which are various combinations of the 14 advanced 
permissions.

 To work directly with advanced permission you can do that by clicking  
the Advanced button on the Security tab of any Properties sheet, an 
Advanced Security Settings dialog box appears, which enables you to 
access directly the ACEs for the selected system element.
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B- Understanding basic and advanced permissions



C- Allowing and denying permissions

 There are two basic types of ACE: Allow and Deny, We have two 
direction for permission management tasks:

■ Additive Start with no permissions and then grant Allow 
permissions to individual security principals to give them the access 
they need.

■ Subtractive Start by granting all possible Allow permissions to 
individual security principals, giving them full control over the 
system element, and then grant them Deny permissions for the access 
you don’t want them to have.

 Most administrators prefer the additive approach, because 
Windows, by default, attempts to limit access to important system 
elements.
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3- Inheriting permissions
Means that parent elements pass their permissions down to their 
subordinate elements. For example, when you grant Alice Allow 
permissions to access the root of the D drive, all the folders and 
subfolders on the D drive inherit those permissions, which means Alice 
can access them.

an administrator might want to prevent subordinate elements from

inheriting permissions from their parents. There are two ways to do 
this:

1. Turn off inheritance : in advanced assign permission we can 
configure

an ACE not to pass its permissions down to its subordinate elements
2. Deny permissions : When you assign a Deny permission to a system 
element, it overrides any Allow permissions that the element might 
have inherited from its parent objects.
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4- Understanding effective access

The combination of Allow permissions and Deny permissions a security 
principal receives for a given system element—whether explicitly 
assigned, inherited, or received through a group membership—is called the 
effective access for that element.
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The following rules define how the 

permissions combine to form the 

effective access:

 Allow permissions are cumulative

 Deny permissions override (cancel) 

Allow permissions

 Explicit (clear) permissions take 

precedence (priority )over inherited 

permissions

The Effective Access tab



Setting share permissions              
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 open the Properties sheet for the 

shared folder, select the Sharing tab, 

click Advanced Sharing, and

then click Permissions to open the 

Share Permissions tab,

The Share Permissions tab for a 

shared folder

 Share permissions apply to folders and 

files accessed across the network

 Three share permissions

 Generally, the default share permission 

is Read for Everyone

A- by using File Explorer



2. In the Shares tile, right-click a share 

and, from the shortcut menu, select 

Properties. The Properties sheet for the 

share opens.

3. Click Permissions. The Permissions 

page opens.

4. Click Customize Permissions. The 

Advanced Security Settings dialog box 

for the share opens.

5. Click the Share tab to display the 

interface as shown in the right figure

6. Click Add to open a Permission Entry 

dialog box for the share.
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B- by using Server Manager

1. In Server Manager, click the File and Storage Services icon and, in the 

submenu that appears, click Shares to open the Shares home page.



7. Click the Select A Principal link to display the Select User, 
Computer, Service Account,Or Group dialog box.

8. Type the name of or search for the security principal to whom you 
want to assign share permissions and click OK. The security 
principal you specified will appear in the Permission Entry dialog 
box.

9. Select the type of permissions you want to assign (Allow or 
Deny).

10. Select the check boxes for the permissions you want to assign and 
click OK.

11. The new ACE you just created appears in the Advanced Security 
Settings dialog box.

12. Click OK to close the Advanced Security Settings dialog box.

13. Click OK to close the share’s Properties sheet.

14. Close the Server Manager window.
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5-Understanding NTFS authorization
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 NTFS permissions can be configured on folders and files
◦ Folders have 6 permissions and 14 special permissions

◦ Files have 5 permissions and 13 special permissions as shown on 
Table 5-2 

 NTFS standard permissions:

* Read   *Read & Execute   * List folder contents

•Write  * Modify                * Full
 Assigning basic NTFS permissions – Lab practice 

 Assigning advanced NTFS permissions – Lab practice 
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Table 5-2  NTFS special permissions



6- Combining share permissions with NTFS 
permissions

 The share and NTFS permissions assigned to a file or folder can 
conflict. For example, if a user has the NTFS Write and Modify 
permissions for a folder but lacks the Change share permission, 
that user will not be able to modify a file in that folder.

 Generally, network administrators prefer to use either NTFS or 
share permissions, not both.

 Share permissions provide limited protection, but this might be 
sufficient on some small networks.

 On networks already possessing a well-planned system of NTFS 
permissions, share permissions are not really necessary. In this 
case, you can safely grant the Full Control share permission to 
Everyone and allow the NTFS permissions to provide security.
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7- Configuring Volume Shadow Copies

 Volume Shadow Copies is a WS 2012 R2 feature that enables to 

maintain previous versions of files on a server, so if users 

accidentally delete or overwrite files, they can access a previous 

copy of those files. We can implement Volume Shadow Copies 

only for an entire volume; we cannot select specific shares, 

folders, or files.

 To configure a Windows Server 2012 R2 volume to create 

Shadow Copies, use the following procedure. (P86/87)- LAB 

Practice 
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8- Configuring NTFS quotas
 Managing disk space is a constant concern for server 
administrators, and one way to prevent users from monopolizing 
storage is to implement quotas.

 WS 2012 R2 supports two types of storage quotas:

1 - NTFS quotas : they enable administrators to set a storage limit 
for users of a particular volume.

Depending on how we configure the quota, users exceeding the limit 
can either be denied disk space or just receive a warning.

NTFS quotas are relatively limited in that you can only set limits at 
the volume level.

2- Quotas in File Server Resource Manager: by contrast, are 
much more flexible in the limits you can set and the responses of the 
program

To configure NTFS quotas for a volume (P86/87)- LAB Practice 
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9-Configuring Work Folders

 Work Folders is a WS 2012 R2 feature that enables administrators to 
provide their users with synchronized access to their files on multiple 
workstations and devices while storing them on a network file server.

 To set up the Work Folders environment, you need: 

- On the server side: you install the Work Folders role service in the 
File and Storage Services role and create a new type of share called a 
sync share. This installs the IIS Hostable Web Core feature, which 
makes it possible for the server to respond to incoming HTTP requests 
from Work Folders clients on the network.

- On the client side: you configure Work Folders in the Windows 8.1 
Control Panel, specifying the email address of the user and the location 
of the Work Folders on the local disk. The system also creates a system 
folder called Work Folders, which appears in File Explorer and in file 
management dialogs.
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 When the user saves files to the Work Folders on the client 
system, they are automatically synchronized with the user’s folder 
on the Work Folders server.

 Users can create as many Work Folders clients as they need on 
different computers or other devices. After saving files to their 
Work Folders on their office workstations, for example, users can 
go home and find those files already synchronized to their home 
computers.

 Work Folders is not designed to be a collaborative tool; it is just 
a means synchronizing folders between multiple devices while 
enabling administrators to retain control over them.
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Questions review: Homework :

1- Objective review P91,P92.


